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Abstract. If we pause a moment to reflect on the innovations of the last
twenty years in the field of information technology, we realize immedi-
ately as consumer electronics, computers and telecommunications have
changed their balance of power. Today, Internet is so ingrained in the
culture of the people who seems to be always there, and you can hardly
imagine to live without it. Today mobile devices are computers, and
their inter-connection and connection with several kinds of technolog-
ical objects is ever more increasing. This has led to the emergence of
new concepts, such as the Internet of Things (IoT), Machine to Machine
(M2M), and People to Machine (P2M) and the consequent need to pro-
vide frameworks that allows communication and interoperability between
heterogeneous objects. Furthermore, the increasing availability of data
and especially of computational power allows things to serve not only as
data producers but also as consumers.

Thus we can think about internet of things as a cloud of services soft-
ware and services composition.

In such a highly mobile environment, both the user and “things” may
be subject to frequent movement, demanding a frequent recomposition.
In this paper, we propose a preliminary biological-inspired approach for
adaptive software composition at run time. The approach leverages the
concept of immune system to ensure dependability e.g. availability and
reliability, of a composition of software and services in the Internet of
Things.

Keywords: Adaptive composition · Run-time composition · Service
composition

1 Introduction

Information and communication systems are invisibly embedded in the envi-
ronment around us. This results in the generation of enormous amounts of data
which have to be stored, processed and presented in a seamless, efficient and eas-
ily interpretable form. This model will consist of services that are commodities
and delivered in a manner similar to traditional commodities.
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The computing criterion will need to go beyond traditional mobile comput-
ing scenarios that use smart phones and portables, and evolve into connecting
everyday existing objects and embedding intelligence into our environment.

The traditional Internet concept is radically evolving into a Network of inter-
connected objects that not only harvest information from the environment (sens-
ing) and interacts with the physical world (actuation/command/control), but
also uses existing internet standards to provide services for information trans-
fer, analytics, applications and communications. So, we have seen the birth of
new concepts such as Internet of Things, that [1,2], define as: (1) ‘Things’ are
active participants in business, information and social process where they are
enabled to interact and communicate among themselves and with the environ-
ment by exchanging data and information sensed about the environment, while
reacting autonomously to real/physical world events and influencing it by running
processes that trigger actions and create services with or without direct human
intervention, and (2) Interconnection of sensing and actuating devices providing
the ability to share information across platforms through a unified framework,
developing a common operating picture for enabling innovative applications. This
is achieved by seamless large scale sensing, data analytics and information rep-
resentation using cutting edge ubiquitous sensing and cloud computing.

These definitions promote the development of novel tools for the agile, trans-
parent, and automated composition of objects in heterogeneous environments,
dominated by a high dynamism. Dynamism involves access to resources and ser-
vices that can not be guaranteed over time, causing the user to perceive the “Net”
as not dependable. Being inspired by biological systems, an immune system is a
form of highly dynamic system by its nature. In particular, an immune system
is composed of loosely-coupled elements, which can interact with each other by
exchanging asynchronous messages, providing a high capability to composition.
Moreover, it can react to unforeseen events, e.g., intrusions, and it has the abil-
ity to adapt to context changes and provide the correct behaviour, making the
system dependable and responsive.
In this paper, we propose a biological-inspired preliminary approach that lever-
ages the peculiarities of immune systems so to allow the composition of software
and services in a dynamic and reliable way, in order to provide a tool able to
manage the combination and selection of software and services in the context
of IoT. This composition is produced in order to satisfy both functional and
non functional requirements, such as dependability. Moreover, given the need
to write data centric applications (e.g. “Big Data”), of which the Internet of
things is large producer, and the need to have applications with the ability to
scale horizontally and remaining dependable, however, it has suggested to adopt
the use of paradigm functional programming based because, in our view, offers
effective techique for the challenges of our context, see Sect. 4.

The paper is organized as follows: in the Sect. 2, we provide an overview about
immune systems by also discussing their main elements. In Sect. 3, we introduce
basic concepts about software and services composition, by also discussing the
new challenges to be faced in the Internet of Things context. In Sect. 4, we present
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Fig. 1. Immune system components

our biological-inspired approach for the dynamic and dependable composition of
software and services in the Internet of Things. We provide a preliminary imple-
mentation of the proposed approach that makes use of functional programming.
Section 5 concludes and discusses future research directions we should undertake
towards the realization of our preliminary proposal.

2 Immune System Aspects

An immune system [3] is a particular kind of biological system that is self-
protecting against diseases. It is made of biological structures and processes
within an organism. The minimum biological structure within an immune system
is the cell, which in turn is made of molecules.

A key feature of an immune system is the ability to distinguish between (i)
non-infectious structures, which must be preserved since they do not represent a
disease, and (ii) infectious structures, i.e., pathogens, which must to be removed
since they result in injuries to the organism the immune system belongs to.

But above all, its action immunizing, is performed through the selection and
composition of components better suited to deal with the threat.

By referring to [4], the main elements of an immune system can be summa-
rized as follows:

– Lymphocytes. They are the cells of an immune system and, for the purposes
of this paper, it is enough to distinguish between T Cells and B Cells:
• T Cells. They can be of two kinds, T Helper and T Killer. The former

are cells responsible for preventing infections by managing and strength-
ening the immune responses enabled by the recognition of antigens. The
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latter are cells able to destroy certain tumor cells, viral-infected cells, and
parasites. Furthermore, they are responsible for down-regulating immune
responses, when needed.

• B Cells. They are responsible for producing antibodies in response to for-
eign proteins of bacteria, viruses, and tumor cells. B cells are continuously
produced in the bone marrow. When the B cell receptor, on the surface
of the cell, matches the detected antigens present in the body, the B cell
proliferates and secretes a free form of those receptors (antibodies) with
identical binding sites as the ones on the original cell surface. The inter-
esting aspect is that the different variants are generated in a seemingly
random fashion. Versions that are not biologically significant or useless
are automatically deleted.

Both B Cells and T Cells carry receptor molecules that make them able to
recognize specific pathogens. In particular, T Killers recognize pathogens only
after antigens have been processed and presented in combination with a Major
Histocompatibility Complex (MHC) molecule. In contrast, B Cells recognize
pathogens without any need for antigen processing.

– Macrophages. They are important in the regulation of immune responses.
They are often referred to as Antigen-Presenting Cells (APC) because they
pick up and ingest foreign materials and present these antigens to other cells of
the immune system such as T Cells and B Cells. This is one of the important
first steps in the initiation of an immune response.

– Memory Cells. When B Cell and T Cell are activated and begin to replicate,
some cells belonging to their progeny become long-lived Memory Cells. The
role of Memory Cells is to build an immunological memory that makes the
immune system stronger in being self-protecting to future infections/attacks.
In particular, a Memory Cell remembers already recognized antigens and lead
to a stronger immune response when these antigens are recognized again.

– Immune response. An immune response to foreign antigens requires the
presence of APC in combination with B Cells or T Cells. When an APC
presents an antigen to a B Cell, the B Cell produces antibodies that specifically
bind to that antigen in order to kill/destroy it. If the APC presents an antigen
to a T Cell, the T Cell becomes active. Active T Cells essentially proliferate
and kill target cells that specifically express the antigen presented by the
APC. The production of antibodies and the activity of T Killers are highly
regulated by T Helpers. They send signals to T Killers in order to regulate
their activation, proliferation (replication) and efficiency (specialization).

Antibodies are protein complexes with a modular structure which share a
basic structure which, in turn, show considerable variability in specific regions
capable of binding to structurally complementary particles as antigens. Figure 2
represents the antibodies structure. The variable part, i.e., the V-shaped one,
forms the binding site for antigens.

The peculiarity of antibodies, as crucial entities of immune systems, is the
specificity with which they are able to recognize antigens. They are able, in fact,
to distinguish between protein fragments which differ even for a single amino
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Fig. 2. Antibody example

acid, but also to bind more different antigens. The specificity, however, comes
from the ability to create always different antibodies which can bind different
antigens capable of building a repertoire of antibodies extremely broad.

Following the description above, Fig. 1 shows the main elements of an immune
system as constructs of a simple graphical notation that we use in Sect. 2.1 for
immune system modeling purposes. The figure shows also the messages (signals)
that the system elements can exchange.

2.1 Immune System Scenarios

By leveraging the graphical modeling notation introduced above, in this section,
we briefly describe two scenarios in the immune systems domain, which are
representative for adaptive systems in general. The scenarios provide the reader
with a high-level description of the interactions that happen among the elements
of an immune system during an immune response.
Scenario 0. Figure 3(a) shows a scenario where the elements of an immune
system are in an inactive state, marked with the off label. In particular, two
APC engulf a virus or bacteria: each APC decomposes the pathogen (virus or
bacteria) and exposes on its surface a piece of the pathogen, i.e., an antigen (see
the triangle and pentagon in the figure). Metaphorically, we can think of this as
a setup phase of a computer system, where each system’s component is in an
idle state and the antigen is a “perturbation” that comes from the outside or
even by the system itself. In our context, we can see this perturbation as new
system behavior or goal to achieve.
Scenario 1. In this scenario, a B Cell becomes active after that it caught a known
antigen and the T Helper close to it became active. In particular, we note that
B-cell produces antibodies that exhibit an area of contact (V), complementary
to the antigen, which is then captured and subsequently engulfed.
These simple, yet representative scenarios, lead us to observe that, as a particular
kind of adaptive and dependable system in a specific domain:

– an immune system is composed of loosely-coupled elements;
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(a) Immune system - Scenario 0 (b) Immune system - Scenario 1

Fig. 3. Scenario example

– the elements of an immune system can interact with each other by exchanging
asynchronous messages, providing a high capability to composition;

– an immune system can react to unforeseen events, e.g., intrusions;
– the elements of an immune system have the ability to adapt to context changes

and provide the correct behaviour, making the system dependable and respon-
sive.

3 Software and Services Composition

In the previous section it was emphasized that the immune response is based
on the ability of its components to respond efficiently and effectively to external
attacks or malfunctioning, through their composition.

In the traditional context of services composition, an implicit assumption is
that services are running on an enterprise service bus (ESB) [5]. This propri-
etary product hide within itself the complexity of the coordination of the differ-
ent components. Moreover service provider hosts a network accessible software
module (an implementation of a given service). The service provider defines a
service description of the service and publishes it to a client (or service discovery
agency) through which a service description is published and made discoverable.
The service client (requestor) discovers a service (endpoint) and retrieves the
service description directly from the service (through meta-data exchange) or
from a registry or repository. Service provider and service client roles are logical
constructs and a service may exhibit characteristics of both.

Actually, the emergence of new concepts, such as the Internet of Things
(IoT), Machine to Machine (M2M), and People to Machine (P2M) caused by
the growth of smart devices, allows us to think about the possibility of using all
these things not only as data producers or consumers, but as services provider.
Thus we can think about internet of things as a cloud of services software and
services composition.

This led to the creation of mobile providers which will probably be very
different from traditional ESBs; for example they may be context-aware services
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or location based services, or, given the presence of several sensors which are now
equipped mobile devices, providing information from the real world. Moreover,
in the context of P2M, they may also act as intermediaries between the people,
in order to turn them into human provided services [6].

Given the variability of the context, a big challenge is to automate and effi-
ciently generate a composition of services or software applications that
meet exactly the expectations of the requester, which is dependable in time and
distributed.

In the next section we propose a preliminary approach based on immune
system, in particular on the antibody component, for supporting dependable
and dynamic composition of software and services in the context of the Internet
of Things.

4 Dependable Composition of Software and Services
in the IoT: A Programmatic Solution

With the popularity and continued growth of smart mobile devices, service
providers contained in a composition may be mobile devices. They constantly
move and may cause the crash of the composition when, for example, are located
outside of the communication range, or one of the device goes offline. The selec-
tion of the services, therefore, must make the composition as much as possible
dependable, so as to avoid frequent recompositions.

In order to achieve a dependable composition it is necessary to provide tools
that can handle natively and independently one possible reconfiguration, but
above all the ability to adapt to changes in context, while still keeping the goal
of the composition. As said in Sect. 3, we can summarize the composition process
in:

Service description: is key to service management. Service description enables
both the customer and the service provider to know what to expect and not
expect from a service. Clearly defined services enable customers to under-
stand service offerings, including what each service does and does not include,
eligibility, service limitations, cost, how to request services, and how to get
help.

Service classification: once performed discovery of services, the service classi-
fication can support the service combination and service selection. For exam-
ple, it allows to aggregate services discriminating against non-functional
requirements, so that one can select the most appropriate service among
those identified. It also helps to improve the performance and efficiency of
the composition by decreasing the number of services.

Service combination: it is possible to identify two possible approaches: (1)
bottom-up, which is synthesized in a composition of known services, defining
an executable workflow, or (2) top-down, where a composer creates abstract
non-executable workflow template, and then forwarding the template to the
next phase of service selection.
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Fig. 4. Service and immune system mapping

Fig. 5. Service message and immune system mapping

Service selection: since a workflow consisting of abstract activity, service
selection selecting an appropriate service efficiently for each task. In fact,
through the service classification, each activity may have several candidate
services with the same functions, that however have, for example, different
non-functional requirements.

Since the classification of Fig. 4, we propose a preliminary study in order
to provide a tool able to manage efficiently and reliably the combination and
selection of software and services in the context of IoT. To address this chal-
lenge, we propose an approach based on the immune system and Functional
Programming (FP):

– the elements of the immune system are able to be composed between them
in order to build complex structures that once activated have the ability to
respond to external stimuli, for example antigens, and exhibit a countermove.
This makes it an extremely adaptable, resilient and reliable.

– on the other hand, functional programming encourage the: (1) compose func-
tion, that favors building programs from the bottom up by composing func-
tions together; (2) immutability, since functional programming favors pure
functions, which can’t mutate data, it also makes use of immutable data.
Instead of modifying an existing data, a new one is efficiently created;
(3) transform, rather than mutate, data, FP uses functions to transform
immutable data. One data is put into the function, and a new immutable
data structure comes out.

In our view, the services and the software components, are atomic and
immutable data that are combined through mechanisms of composition, i.e. func-
tions, in order to ensure the desired goal.
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Fig. 6. Antibody architecture

In Fig. 6, we defined the elements constituting the software architecture of
the process of Fig. 3(b). Given the highly heterogeneous environment that char-
acterizes the Internet of Things, every actor is equipped with a specific user
profile, which can be defined as: a record of user-specific data that define the
user’s working environment.

This definition is deliberately general, to ensure the management of pro-
files that apply to both human and “things”, but at the same time guide the
classification and selection of services. A further motivation to support the use
of a user profile is given by the fact that together with the description of any
goal to be achieved, also non-functional requirements can be specified, such as
dependability, that for a mobile user is perceived as a fundamental requirement.

The architecture components were represented without smooth surfaces, with
the intent to represent the ability of each of them to create links in a totally
adaptive way, that allows the composition with services or software applications
as much automated as possible. The invariant is given by the User Profile, which
defines the semantic boundaries, within which to make the classification and the
choice of components to be classified.

As introduced in the previous section, we can make some considerations about
the formalism and computer science concepts that could support a theoretical
implementation of the proposed architecture (Fig. 6). In particular, we consider
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the concepts of Partially Applied Functions [7], where in a function with an
parameters list, you can define a new function where you omit one or more
parameter of the list.

Let a program p, and its input i , and we say that we want to split i in
a known static part s and a dynamic (unknown) d . Then, given a function of
specialization S , we specialize p with respect to s:

S(p,< s, >) = pS

In our context, the function S is the service to be provided to the user p,
that uses as input parameters: the User Profile (s) and available services at the
time (d or ).
This function is computable, and it can be implemented [8]. It is strongly linked
to the concept of functional programming. This approach promotes modularity,
and thus a natural ability to compose, promoting reuse, parallelization, general-
ity, and automated reasoning. There are numerous programming languages that
allow one to adopt the functional programming paradigm; one of these is the
Scala language1.

For simplicity, we map some of the elements of the architecture of Fig. 6 to
simple mathematical functions, please see Fig. 7(a) and (b). In particular, we
have:

– map2 is immuneResponseElement
– s is UserProfile
– fsf is antibodyElement
– f1 and f2 is antigenElement

(a) Partial Function Mapping (b) Output

Fig. 7. Example

With this simple example, we have shown how the architecture in Fig. 6
can be mapped in a natural way in a programming language that implements
natively functional programming, highlighting the compositional capabilities it
offers.
1 http://www.scala-lang.org.
2 Scala Language Command - Map works by applying a function to each element in

the list.

http://www.scala-lang.org
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5 Summary and Conclusions

In this paper we presented a preliminary work with the aim to investigate the
opportunity to derive from biological processes software programming concepts
that can provide software and services composition solutions in the IoT context.
Mimic the behavior of nature is not new in the field of computer science; classical
example are neural network [9,10], the genetic algorithm [11], the same immune
system [12,13], and more generally the biologically inspired computation [14],
they have always evoked great interest. Often, they have characteristics as dis-
tributivity, adaptability, heterogeneity, dynamism, dependability, resilience: all
new challenges that the advent of mobile devices presents every day.

The interesting aspect of the IT and biology world, it is the fact that some
computing paradigms allow you to define in an elegant and formal way some bio-
logical processes, such as functional programming, which itself is well supported
natively in some modern programming languages like the Scala language. The
next steps involve a careful formalization of the proposed architecture (Fig. 6),
using the Scala language and the definition of a concrete case study to evalu-
ate the efficiency and fairness of the approach for the construction of systems
through dynamic and dependable composition of software and services in the
IoT.
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